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NON-DISCLOSURE AND CONFIDENTIALITY AGREEMENT


Contract #   __________ / CORE # ___________

Start date – end date

                This Non-Disclosure and Confidentiality Agreement, entered into by and between Connecticut State Department on Aging, hereinafter the “Department” or “SDA”, located at 55 Farmington Avenue, Hartford, CT  06105 and the CONTRACTOR, hereinafter the “Contractor”, located at ______________, on behalf of itself and all of its present and future affiliates and subsidiaries. 

            WHEREAS, the Department and the Contractor have entered into an agreement CONTRACT # / CORE # wherein the Contractor provides services related to the Contractor’s PROGRAM (hereinafter “PROGRAM ACRONYM”) Program administered by the Department (hereinafter referred to as the “PROGRAM ACRONYM Agreement”); and

            WHEREAS, the Department has received under separate agreement permission from the Connecticut State Department of Social Services (hereinafter “DSS”) to grant limited access to outside entities to the DATA SYSTEM (hereinafter “DATA SYSTEM ACRONYM”) administered and maintained by the DSS which, among other things, contains personal and financial information of eligible recipients of benefits and services administered by the Department; and

            WHEREAS, the Contractor’s ability to perform services under the PROGRAM ACRONYM Agreement will be enhanced by their ability to access certain Confidential Information from DATA SYSTEM ACRONYM; and 

WHEREAS, the Department desires to grant DATA SYSTEM ACRONYM access to a limited number of the Contractor’s staff so long as the Contractor agrees to and protects the confidentiality of such information.

            NOW, THEREFORE, in consideration of the Department providing the Contractor access to such Confidential Information for the sole purpose of fulfilling its obligations under the PROGRAM ACRONYM Agreement, and other good and valuable consideration, the receipt and sufficiency of which are hereby acknowledged, the Contractor and the Department hereby agree as follows:

1. This Non-Disclosure and Confidentiality Agreement shall become effective upon the execution of both parties or upon the date that the PROGRAM ACRONYM Agreement is fully executed and approved by the Office of the Attorney General, whichever is later. 

1. The Department shall provide, at no cost to the Contractor, access to DATA SYSTEM ACRONYM and the tools necessary for the Contractor to access DATA SYSTEM ACRONYM including but not necessarily limited to the necessary software, confidential passwords and training, for the sole purpose of the performance of Contractor’s duties under the PROGRAM ACRONYM Agreement.

1. The Department and the Contractor agree to provide a designated DATA SYSTEM ACRONYM contact person to facilitate smooth and accurate communication pertaining to system access, performance and training issues.

1. The Contractor and its officers, directors, agents employees, consultants, independent contractors, and representatives will not, except as needed in the normal and proper course related to fulfilling its obligation under the PROGRAM ACRONYM Agreement, directly or indirectly disclose or use, or enable anyone else to disclose or use, either during the term of the PROGRAM ACRONYM Agreement or any time thereafter, any Confidential Information obtained from their access to DATA SYSTEM ACRONYM without the prior written approval of SDA.

1. The Contractor agrees to maintain and implement any and all Department requirements regarding the confidentiality of client information, pursuant to Connecticut General Statutes §17b-90.

1. “Confidential Information” shall include but not be limited to personal and or financial information of eligible recipients of benefits and services administered and/or provided by the Department.  Confidential information shall also include any and all such information that the Department provides or grants access to the Contractor or any of its affiliates, officers, directors, agents, employees, consultants, independent contractors, or representatives.

1. The Contractor agrees that all documents of any nature obtained through DATA SYSTEM ACRONYM or directly from the Department or its designees, are and shall remain the property of the Department.  All such documents and all copies of such documents, including electronic copies, shall be surrendered to the Department at the termination of the PROGRAM ACRONYM Agreement or at the Department’s request whichever is earlier. The Contractor agrees that upon request of the Department it will promptly destroy all written, electronic or tangible documents received by it pursuant hereto without retaining copies thereof and will provide to the Department a certificate as to the return or destruction of such documents.

1. The Contractor agrees that any Confidential Information received by the Contractor will not be subsequently disclosed by the Contractor to any person, firm or entity other than to Contractor’s agents, employees, consultants or representatives who have a need to know in order to fulfill the Contractor’s obligation under the PROGRAM ACRONYM Agreement.  The Contractor agrees that each of its agents, employees, consultants or representatives that receive or may receive any Confidential Information will be bound by the provisions hereof on the same terms and conditions as the Contractor as if specifically named a party hereto.  This provision shall survive the termination of this Agreement.

1. The Contractor shall inform the Department upon execution of this Agreement, which personnel require access to DATA SYSTEM ACRONYM so that the Department may make the appropriate security modifications.

1. The Contractor agrees to be subject to a Department audit, from time to time, which will, among other things, audit the Contractor’s use and safeguarding of Confidential Information;

1. The Contractor agrees to prohibit its employees, agents and/or contractors and their employees from sharing the confidential passwords needed to access DATA SYSTEM ACRONYM and/or accessing data through DATA SYSTEM ACRONYM under another individual’s user number;

1. The Contractor agrees to notify the Department within two (2) business days of changes in personnel with access to DATA SYSTEM ACRONYM so that the Department may make the appropriate security modifications.

1. The Contractor agrees that if they are requested or required in a judicial, administrative or governmental proceeding to disclose any Confidential Information and/or documents, it will notify the Department immediately upon receipt of notice thereof, so that the Department may either seek an appropriate protective order or waive the provisions of this Agreement.  This provision shall survive the termination of this Agreement.

1. This Non-Disclosure and Confidentiality Agreement shall terminate two (2) years from the date of the Contractor’s last receipt of Confidential Information pursuant to the Agreement; provided, however, Contractor’s obligations to maintain the confidentiality of the Confidential Information and/or documents encompassed hereby shall survive the termination of this Agreement.

1. The Contractor and its officers, directors, agents, employees, consultants, independent contractors and representative agree to indemnify, defend and hold harmless the State of Connecticut, as well as all Departments, officers, agents and employees of the State from and against any and all claims, losses or suits directly or indirectly resulting from the Contractor’s failure to comply with the terms of this Non-Disclosure and Confidentiality Agreement.

1. The Department reserves the right to review the costs incurred by the Department by providing DATA SYSTEM ACRONYM access to the Contractor and may, with advance notice to the Contractor, require reimbursement of future costs for the continued provision of DATA SYSTEM ACRONYM access.  The Department shall not require reimbursement of prior costs.

1. Amendments to this Agreement must be in writing signed by the Department and the Contractor.


IN WITNESS WHEREOF, the parties hereto have set their hands as of the dates set forth below.


	CONTRACTOR
	
	STATE OF CONNECTICUT 
STATE DEPARMENT ON AGING
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	By:
	

	Name:
	SIGNATORY NAME
	
	Name:
	Margaret Gerundo-Murkette

	Title:
	SIGNATORY TITLE
	
	Title:         Acting Commissioner
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